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Abstract: The emergence of the continuous progress of information technology and data
technology, prompting the internal audit of our country whether in theory or concrete operation
practice have great progress, at the same time the use of big data technology can also promote the
development of national economy. Then, based on the reference of domestic and foreign literatures,
this paper gives the framework and content of the research, introduces the research ideas and
methods, innovation and deficiencies. Next, the status of the development of internal audit in the
big data environment is described. In recent years, some of the advanced Internet companies and
large state-owned enterprises have recognized the importance of big data technology, and actively
explore the use of information technology, and has been applied to the internal audit to the large
data environment under development related to the work of internal audit theory research provides a
good source of information. On this basis, this paper analyzes the concept and characteristics of big
data points out the difficulties faced by the development of internal audit in the big data
environment. and puts forward the corresponding improvement measures. How under the
environment of big data further development of internal audit. Making big data of internal audit has
become the leading force of audit technology in our country. Play its role with respect to other
auditing methods and incomparable. has already become the industry to discuss a new topic. | hope
these suggestions and opinions can contribute to the healthy and orderly development of our
country's economy.

1. Introduction

In recent years, the explosive growth of information technology, the rapid development of large
data. in all areas of society have formed a certain influence. The society of all walks of life and
people's daily life are gradually applied to large data technology. In large data environment, more
and more enterprises use big data technology development of internal audit, which to the
development of enterprises brought some opportunities, but also can not ignore the with the
technology of the data to the data and information security of a series of problems, which has
become the problem of large data environment development some of internal audit can not be
ignored. This paper first introduces the background and significance of the subject. Western
information audit direction has been developed to a certain stage of maturity, the application of
large data technology in the internal audit work has become an important breakthrough in the
development of the western developed countries.In our country with the arrival of the era of big
data, and gradually big data internal auditing theory continues to advance, scholars has in terms of
content, method and technology made the induction and the summary, and put forward their own
proposals.

Figure. 1 Chemical enterprise process security audit factor scores.
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Security audit is the audit institutions and their staff according to national laws and regulations
and other requirements of the audited enterprise safety responsibility to perform evaluation and
verification, to promote the enterprise to fulfill the main responsibility for production safety,
improve production safety, and to make it comply with the safety requirements of the development
of an independent oversight activities “}. At present, many fields of safety audit have been
researched and applied in many fields, including information field, road area and aviation field.
However, there are few researches and applications about process safety audit in chemical
enterprises.
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Figure. 2 Data access mode

Recently, the rapid development of information technology has been bringing an unprecedented
revolution to human life. Among all the new information technologies, cloud computing and big
data are typical representatives, there is a close relationship between them: the framework of cloud
computing provides the basic platform of information storage and data mining process for big data,
big data technology promotes the rapid development and improvement of cloud computing.
However, the security problem involved in each phase of the whole chain of big data based on
cloud computing becomes more and more highlighted. In this paper, we do the further researches on
the secure storage mechanisms for big data based on cloud computing from three aspects, which are
the integrity auditing of big data, the secure retrieve of big data, and the secure sharing of big data.

2. The big data technology

As an application system that needs to collect, analyze, and present massive data, the security
audit system naturally has a strong demand for a technology capable of processing massive amounts
of heterogeneous data with high performance. The emergence and development of big data-related
technologies has provided new technical support for adapting to the needs of network development.
The use of big data-related technologies to transform or develop new security auditing systems,
compared to traditional security auditing systems, can be significantly improved in the following
areas:

(1) The performance bottleneck of the system in acquisition, retrieval, analysis and storage will
be broken;

(2) It can better deal with structured data and unstructured data at the same time;

(3) It is possible to make use of the relevant algorithms and models of big data analysis to
perform more extensive and in-depth analysis of historical data, and to dig out more valuable
information for users from the massive data;

(4) As the system is deployed on cheaper hardware devices, the procurement and maintenance
costs are even lower, and the level of expansion can be flexibly implemented according to the
development of user network applications, effectively reducing the total cost of ownership of the
system and increasing flexibility. Better protect user investment.

Table 1 Properties of raw materials

Primary Key Column Al Column A2 Column B1 Column B2
Id-1 ValueA 11 Null Null Null
Id-2 ValueA 12 Null Null null
Id-2 ValueA 13 Null Null Null

Security audit is an important feature for database security. It is widely used in relational
databases. For example, Oracle 9i and above versions provide users with audit. The audit module
can monitor and record users' operations on the database. With the rapid development of Internet,
the size of data grows every day, which makes relational databases unable to process big data. Non-
relational databases have dramatically risen in popularity. These databases are commonly known as
data base. Big databases provide us with highly available and highly scalable data storage solutions.
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But these databases are not initially designed with considering security as an important feature.
Consumers have to protect these databases themselves by using third party tools and services. Data
security is probably one of the most difficult challenges faced by big databases. Therefore, it is
necessary to design a security audit system for big databases.

The first stage will go through the exploration phase. It includes research and exploration in
theory and exploration in practice. In the research work, on the one hand, it is necessary to
strengthen the research on the theoretical field, start with the cross-domain analysis of big data
technology and computer means, explore the similarities and development path, and form a
complete theoretical system research on big data. On the other hand, we must also pay attention to
the exploration of practice. We should gradually apply big data technology in real internal audit
work. We must combine the experiences of practitioners and actual cases to preliminarily
summarize the internal audit work plan that is in line with the development of big data environment.
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Figure. 3 Data change and insertion process

The second stage has to go through the trial stage. Will be formed in the exploration of theory
and practice achievements of application in the field of internal audit, the technology and
application of big data in some of the distinctive characteristics of the subsystem in the first trial,
and before the audit results compared to the analysis of the development, and the lack of experience
to make up the defect extraction, correction of unfavorable factors in the application of this post, to
reach the mature stage gradually.

The third stage reached the stage of promotion. It is possible to apply the big data internal
auditing platform initially applied in the second stage to the entire internal auditing system and
connect each related subsystem with the internal auditing platform. In this stage, facing the overall
promotion of big data in internal audit, we must pay more attention to the efficiency and quality of
data use, making its application more recognized by enterprises and institutions. At the same time,
in the process of promotion, computer technology and software means also need to be continuously
integrated with the concept of big data, repeatedly correcting the resistance that may be encountered
in the convergence of organizational systems, human and material resources, and achieve a
balanced effect.

3. Design of security audit system based on big data technology
Security audit system based on big data technology is based on the traditional security audit
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products, using a variety of technical architecture and implementation of big data, with the
traditional security audit function and support the massive data in real time analysis and historical
data collection, data mining and security audit system can be extended according to the level of.

The security audit system based on big data technology needs huge amount of data and lots of
unstructured data. Therefore, in every process, data processing is different from traditional audit
products. The following is a brief introduction to how to use large data related technologies to solve
these problems.

3.1 Audit data collection and storage of large amount of data

When the amount of audit data to be collected is large, the auditing system's acquisition
performance will also face greater challenges, which may result in data loss, process congestion,
slow system response, or stop responding. Therefore, in a large data volume environment, a
distributed acquisition probe deployment method may be adopted, and one or more data acquisition
probes may be deployed according to the actual amount of data to be collected. After obtaining the
data, the probe may use the TCP protocol and analysis. The platform establishes a connection and
can compress and encrypt the data to be transmitted, ensuring the performance of the data collection
end and reducing the occupation of the network bandwidth. The data redundancy module is not
required, but if there is not enough dimension information in the log data, or if you need to increase
the dimension frequently, you need to define the data redundancy module. Redundancy dimension
definer defines the dimension information and source (database, file, memory, etc.) that need to be
redundant, and specify the extension mode to write information in the data log. In the data storage,
some relatively fast memory NoSQL can be used to redundance the original data, and as many
nodes as possible can be used for parallel redundancy; or it is also possible to execute a batch Map
in Hadoop to convert the data format.

Key codes:

Configuration conf=HBaseConfiguration.createU;

HTable table=new HTable(conf, “user”);

Put put=new Put(Bytes.toBytes(“rk001”));

put. add(Bytes.toBytes(“fam” ),Bytes.toBytes(“ coll”),Bytes.toBytes(“valuel”));

put.add(Bytes.toBytes(“fam”),Bytes.toBytes(“co12”), Bytes.toBytes(“value2”));

table.put(put);
table.close();
3.2 Data normalization and correlation analysis

After collecting audit data, we first need to classify these massive data, normalize them
according to certain standards, and do some simple cleaning and preprocessing of data. These are
consistent with the process of event handling taken by traditional audit products. The difference is
that the amount of data to be processed is very large. The amount of data may reach 5 million EPS
(Events Per Second, the number of events per second), and the peak value may reach 10 million
EPS. This performance requirement is not able to be done by traditional audit products and must
depend on the ability of large data clusters to process concurrency. The general use of traditional
products in memory database real-time correlation analysis method, due to the stand-alone version
of memory resources and the efficiency of the SQL statement event when the quantity is large, the
concurrency rule engine and processing capacity are greatly decreased, resulting in the rule engine
can not detect the abnormal. The distributed computing framework based on big data cluster is
combined with the complex event processing flow based on big data cluster as a real-time rule
analysis engine. It can run multiple rules efficiently and detect abnormal events in real time.
Storm+Esper can be used in concrete implementation. Storm is very suitable for real-time statistical
calculation of mass data, and can quickly feedback the results of statistics. The Storm framework
uses a strict and efficient event processing process to ensure the accuracy of the data in the
operation, and provides a variety of real-time statistical interfaces for use. We use Storm's memory
data iterative computing framework to do association analysis operation, and use the complex event
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processing function implemented by Esper as a real-time correlation analysis engine, which can
improve the real-time and accuracy of system association analysis.
Key codes:
Configuration conf=HBaseConfiguration.createU;
HTable table=new HTable(conf, “user”);
Get get-new Get(Bytes.toBytes(*rk001”));
get.addColumn(Bytes.toBytes(*“fam”), Bytes.toBytes(“coll”));
Result re sult=table.get(get);
byte[] value=result..get}alue(Bytes.toBytes('fam”),Byte s. tOByte 8} c011”));
System. out.printin(“value:”+Bytes.toString(value));
table.close();

3.3 Statistical analysis of historical data

Off-line statistical analysis of the massive data stored in the cluster is another important problem
that the audit system needs to solve. For most applications where the feedback time requirements
are less stringent, such as offline statistical analysis, machine learning, reverse index calculation of
the search engine, and calculation by the recommendation engine, offline analysis should be used.
In the face of massive amounts of data, the ETL tools of traditional audit products often fail. The
main reason is that the overhead of data format conversion is too large, and it cannot meet the
processing requirements of massive data in terms of performance. The amount of computation of
this data and the scope of data retrieval is that traditional audit products cannot be implemented
based on relational databases. The off-line statistical analysis function of the audit system based on
big data technology mainly uses distributed computing clusters to perform general analysis and
classification and aggregation of the mass data stored therein, which can satisfy most common
analysis needs. The Hive+Hbase framework is deployed on top of Hadoop. Hive and Hbase have
different special features.

Key codes:

Configuration conf=HBaseConfiguration.createU;

HTable table=new HTable(conf, “user”);

Delete del=new Delete(Bytes.toBytes(“rk001”));

del.deleteColumn(Bytes.toBytes(“fam”), Bytes.toBytes(“col12”));

table.delete(del);

table.close();

Hive is high-latency, structured, and analysis-oriented. Hbase is low-latency, unstructured, and
program-oriented. Hive data warehouse is highly delayed on Hadoop. Hive's Hbase integration is to
use Hbase features, use big database to simplify the writing of Map/Reduce tasks, and use Hive and
Hbase to complement each other to speed up the calculation of event analysis results. After the
command is parsed into Map-Reduce by the core module and submitted to the Hadoop cluster, the
report is generated for display in the report center, so that the data stored on the HDFS is analyzed
offline.

Filter
{abstract}

FilterBase
{abstract}

FilterBase FilierBase
tabstract} {abstract}

RowFilter FamilyFilter QualifierFilter ValueFilter

Figure. 4 Filter hierarchy.
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3.4 Data mining

Data mining is used to analyze historical data, but with the previous statistics and analysis
process is different, the data mining of large data environment is not what the predefined theme,
mainly in the existing data of various algorithms based on the above calculation, so as to predict the
effect, and further analysis high level data demand. At the same time, a variety of mining
algorithms can be used to achieve a certain degree of model mining or the operation of the
established audit analysis model. The methods and contents of these data mining are also the lack of
traditional audit products.
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Figure. 5 System model

Through data mining technology, some more hidden network attacks, illegal access and
misallocation of system configuration can be found. At present, there are many open data mining
algorithms, which have no difficulty in technology implementation, but the algorithm and
information security industry model still need a long time to train and debug.
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Figure. 6 Integrity audit process

All walks of life have different analytical models for big data applications. Faced with different
development environments, model building should fully consider their own characteristics. In
general, there are three types of commonly used internal audit data analysis: query-type analysis,
multi-dimensional analysis, and mining-type analysis. The content that can be covered by big data
is multi-faceted and multi-faceted. Therefore, when solving internal audit questions, the
requirements for industry personnel are higher. In addition to data analysis experts, there may be
more social areas, such as ecology, geography, mathematics, and statistics. Many other talents
participated. In addition to the need for an audit function, the big data internal audit analysis model
is more important in forecasting functions, looking for patterns between data and using models to
analyze the magnitude of event risks. The auditors used their own auditing experience to make
judgments and forecasts in their past work. Today, they rely on audit data to judge. This change is
the biggest contribution of the internal audit analysis platform of big data.

4. Conclusion

According to the characteristics of big data, we design general audit rules. Audit rules are
divided into two parts, namely audit level and audit condition. Audit level contains coarse-grained
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audit, fine-grained audit and data audit. Audit condition contains table condition, condition and data
condition. Administrator can select appropriate security level according to the safety requirements.

In this paper, we analyze general architecture and security mechanism of one of the most popular
big databases. In our security audit system, according to the working location of coprocessor, we
define audit aspect by combination. We define a series of hook functions in this aspect. The results
show that the security audit system works well. The system also support combination of audit level
and audit condition, which reflects the flexibility of the audit policy.
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